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Supply Chain Cyber Risk Management: What Happens 
if Hackers Bring Down Your Critical Suppliers? 
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About Advisen: 
Advisen Ltd. is a privately-owned, independent and unbiased provider 

of news, data and risk analytics to the commercial insurance industry.  

Advisen’s mission is to deliver productivity and insight to 

insurance professionals. Advisen brings greater success though 

technology and data, revolutionizing the way the commercial 

insurance industry functions. Our customers leverage the Advisen 

platform, adding power to their proprietary ability and bringing 

value to their clients. 

Please locate us on: www.advisen.com 

 



Many Thanks to our Sponsor! 
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Supply Chain Cyber Risk Management: 
What Happens if Hackers Bring Down 

Your Critical Suppliers? 

  http://corner.advisen.com 

• White Paper 

• Copy of these slides 

• Recording of today’s webinar 
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Rebecca Bole- Director of Strategy and 

Senior Editor, Research & Editorial 

Division, Advisen Ltd.  



Today’s Panelists 

David Molitano, Vice President & Division Manager for 

Content, Technology, and Services Division, OneBeacon 

Professional Insurance  

John Mullen, Partner, Nelson Levine de Luca & Horst 

Keith Stocks, C/CISO, CISSP, CIPP, CISM, CISA 

CISO, Blue Cross® Blue Shield® of Arizona 

  



Today’s Panelists 
David Molitano, Vice President & Division Manager for 

Content, Technology, and Services Division, OneBeacon 

Professional Insurance  

 
David J. Molitano, Vice President, is the Division Manager for OneBeacon 

Professional Insurance’s Content, Technology, and Services Division.  Prior to 

joining OBPI, David was the Vice President of Technology at XL Capital where 

he successfully created their technology products.  Prior to XL Capital, David 

was a Product Manager at Beazley, USA, David’s extensive underwriting 

background includes being an Underwriting Manager for Professional Liability at 

Lexington Insurance Company, and Zone Manager for Wholesale Professional 

Liability at Chubb. David received a Bachelor’s of Art degree from Central 

Connecticut Sate University, and his Masters of Business Administration from 

Rensselaer Polytechnic Institute.  



Today’s Panelists 
John Mullen, Partner, Nelson Levine de Luca & Horst 
 

John F. Mullen leads Nelson Levine de Luca & Hamilton’s Privacy and Data Security 

Practice. John focuses on preparation for and defense of network security and privacy data 

breach events. He presents on privacy and data security issues for insurers and brokers via 

national webinar/phone conferences and live presentations (NetDiligence, ACI, CPCU, 

RIMS and PLUS), and publishes on cyber/data loss issues in various publications, including 

multiple articles in Best's Review. 

John's privacy and data security team and practice centers on immediate and 

comprehensive response to data events. Through this approach, John concentrates on 

determining the scope of data loss through forensics, providing advice on triggered and/or 

potential customer and government duties, public relations management, analyzing 

data/document handling, retention and compliance, as well as managing appropriate 

customer remedies, litigation hold/e-discovery requirements, indemnity shifting analysis, 

class action and multidistrict litigation (MDL) issues. Specifically, John serves as Breach 

Event Counsel and uses a pool of independent third-party professional service providers 

with capabilities and experience to help organizations and businesses execute their data 

breach response. In this role, John provides data breach legal consultation services and 

assists insureds as they manage the vendors needed to address a data breach event: 

computer forensics, notification, call centers, public relations, crisis communications, fraud 

consultation, credit monitoring and identity restoration. 



Today’s Panelists 
Keith Stocks, C/CISO, CISSP, CIPP, CISM, CISA 

CISO, Blue Cross® Blue Shield® of Arizona 
 

Keith Stocks is a certified: CISSP, C/CISO, CIPP, CISA, and CISM with expertise in 

healthcare, government, military, and consulting.  In the last 33 years, he has worked with 

Blue Cross Blue Shield of Arizona, Jefferson Wells International, Washington Mutual Bank, 

GeoTrust, and the United States Air Force.  Currently he is serving as the Chief Information 

Security Officer for Blue Cross Blue Shield of Arizona where he architects the information 

security environment securing the personal information for over 1 million customers. 

Keith holds a Masters Degree from Websters University and a Bachelors Degree from the 

University of Maryland. 

During his career in the United States Air Force he traveled globally enriching the 

application of his techniques with diverse cultures. 

His network security toolset includes:  SPLUNK, Websense, SourceFire 3 D Sensor, 

SNORT, Vericept, Trustwave, Super scanner,  NMap, Netstumbler, Critical Watch, WiFi 

Hopper, Air Magnet, BackTrack, HP Web Inspect, and NEXPOSE by Rapid 7, CA Role and 

Compliance Manager 



Why is the supply chain so vulnerable to cyber disruption?  

Rebecca Bole, Advisen Ltd.  

David Molitano, Vice President & 

Division Manager for Content, 

Technology, and Services Division, 

OneBeacon Professional Insurance  
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Define the supply chain in a digital age.  

Rebecca Bole, Advisen Ltd.  

David Molitano, Vice President & 

Division Manager for Content, 

Technology, and Services Division, 

OneBeacon Professional Insurance  

John Mullen, Partner, 

Nelson Levine de Luca & 

Horst 

Keith Stocks, C/CISO, 

CISSP, CIPP, CISM, CISA 

CISO, Blue Cross® Blue 
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What forms do these attacks take?  

Rebecca Bole, Advisen Ltd.  

David Molitano, Vice President & 

Division Manager for Content, 

Technology, and Services Division, 

OneBeacon Professional Insurance  

John Mullen, Partner, 

Nelson Levine de Luca & 

Horst 

Keith Stocks, C/CISO, 

CISSP, CIPP, CISM, CISA 

CISO, Blue Cross® Blue 

Shield® of Arizona 



What are the worst-case scenarios risk managers work to?  

Rebecca Bole, Advisen Ltd.  

David Molitano, Vice President & 

Division Manager for Content, 

Technology, and Services Division, 

OneBeacon Professional Insurance  

John Mullen, Partner, 

Nelson Levine de Luca & 

Horst 

Keith Stocks, C/CISO, 

CISSP, CIPP, CISM, CISA 

CISO, Blue Cross® Blue 

Shield® of Arizona 



How do you select third party suppliers?  

Rebecca Bole, Advisen Ltd.  

David Molitano, Vice President & 

Division Manager for Content, 

Technology, and Services Division, 

OneBeacon Professional Insurance  

John Mullen, Partner, 

Nelson Levine de Luca & 

Horst 

Keith Stocks, C/CISO, 

CISSP, CIPP, CISM, CISA 

CISO, Blue Cross® Blue 

Shield® of Arizona 



How do cyber risk management standards differ globally?  

Rebecca Bole, Advisen Ltd.  

David Molitano, Vice President & 

Division Manager for Content, 

Technology, and Services Division, 

OneBeacon Professional Insurance  

John Mullen, Partner, 

Nelson Levine de Luca & 

Horst 

Keith Stocks, C/CISO, 

CISSP, CIPP, CISM, CISA 

CISO, Blue Cross® Blue 

Shield® of Arizona 



Please outline the underwriting process. 

• What do insurers look for in a good cyber supply chain risk 

manager?  

• How has the process changed in past 5 years?  

Rebecca Bole, Advisen Ltd.  

David Molitano, Vice President & 

Division Manager for Content, 

Technology, and Services Division, 

OneBeacon Professional Insurance  

John Mullen, Partner, 

Nelson Levine de Luca & 

Horst 

Keith Stocks, C/CISO, 

CISSP, CIPP, CISM, CISA 

CISO, Blue Cross® Blue 

Shield® of Arizona 



What is covered in insurance from supply chain perspective?  

Rebecca Bole, Advisen Ltd.  

David Molitano, Vice President & 

Division Manager for Content, 

Technology, and Services Division, 

OneBeacon Professional Insurance  

John Mullen, Partner, 

Nelson Levine de Luca & 

Horst 

Keith Stocks, C/CISO, 

CISSP, CIPP, CISM, CISA 
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Thanks to our Panelists! 



Many Thanks to our Sponsor! 
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“Supply Chain / Business Interruption 

Commercial Insurance”  

 
http://linkd.in/18cNMbp 

LinkedIn Group 

Join 
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Upcoming Advisen Conferences 

Visit http://corner.advisen.com/advisen_conference.html for the 2013 Webinar 

Schedule 

Date: Thursday, October 24, 2013 8:00 AM EDT 

 http://events.Signup4.com/AdvisenCyberInsights2013 

2014 Cyber Liability Insights Conference  

London, UK 

Date: Tuesday, February 25, 2014 8:00 AM GMT 

http://events.signup4.com/AdvisenCyberInsightsLondon2014 

 

  

http://corner.advisen.com/advisen_conference.html
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How to reach us: Advisen Ltd. 

1430 Broadway 

8th Floor 

New York, NY 10018 

www.advisen.com 

Voice: +1.212.897.4800 

Fax: +1.212.972.3999 

support@advisen.com 

http://www.advisen.com/

